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PRIVACY IN THE COURTS: A QUARTERLY REVIEW

Introduction
AccessPrivacy, by Osler is pleased to introduce a new service for
subscribers of its online knowledge platform: “Privacy in the Courts”.

This quarterly review of Canadian jurisprudence is intended to help busy inhouse counsel, Chief Privacy Officers and compliance professionals navigate
recent court decisions and gain a broad understanding of how privacy law is
evolving in Canada. Through expert commentary, users can begin to see trends
over time and gain insights into potential implications for their organizations.
Recognizing how difficult it can be at times to keep up with developments,
this review is intended to serve as a readily-accessible, efficient and practical
resource to help readers stay in the know, while saving time.
Adam Kardash and Patricia Kosseim, Co-Leaders of AccessPrivacy, would like
to thank Professor Teresa Scassa of the University of Ottawa for her valuable
contribution in authoring these case summaries. The accompanying expert
commentary offers readers an enhanced understanding of the case by providing
a rich scholarly analysis, discussing its practical implications for organizations
and placing it within a broader policy context of evolving privacy law.
We hope users find this resource useful and we welcome feedback on how it
might be improved over time. Please send comments to info@accessprivacy.com.
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PIPEDA concerns
dismissed in dispute
over Toronto Real Estate
Board data
Toronto Real Estate Board v. Canada (Commissioner of Competition), 2018 CanLII 78753

2018-08-23

RULING
The Supreme Court of Canada has denied leave to appeal the decision of the
Federal Court of Appeal in Toronto Real Estate Board v. Canada (Commissioner
of Competition).

KEYWORDS

FACTS

PIPEDA

The case involved the issue of whether the Toronto Real Estate Board’s (TREB)
restrictions on how its members can disseminate data it collects about real
estate activities were anti-competitive. The Competition Tribunal had ruled
that they were. This ruling was upheld by the Federal Court of Appeal.

Consent

DISCUSSION
One of the arguments of the TREB in support of the restrictions was based on
the Personal Information Protection and Electronic Documents Act. The TREB had
argued that since the Office of the Privacy Commissioner of Canada had earlier
found, in response to an unrelated complaint, that the selling price of a home was
the seller’s personal information, such information could not be disclosed without
consent. It also argued that it did not have consent to this disclosure. The Federal
Court of Appeal had disagreed, noting that the TREB already disclosed this
information in a number of different ways. It stated: “PIPEDA only requires new
consent where information is used for a new purpose, not where it is distributed
via new methods. The introduction of VOWs [virtual office websites] is not a new
purpose – the purpose remains to provide residential real estate services [. . .].”
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(at para. 165) The Federal Court of Appeal found that the selling price of a home
was capable of being derived from other publicly available data sources and was
thus not particularly sensitive personal information. The Court seemed to accept
the Tribunal’s view that the TREB was using PIPEDA in an attempt to avoid wider
sharing of its data, not because of concerns for privacy, but to maintain its control
over the data.
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No damages in PIPEDA
section 14 application
Miglialo v. Royal Bank of Canada, 2018 FC 525 2018-05-22

RULING
The court declined to award damages for a breach of Personal Information
Protection and Electronic Documents Act (PIPEDA) on the basis that it did
not reach the threshold of seriousness required.

KEYWORDS

FACTS

PIPEDA

The applicant claimed damages of over $100,000 relating to a breach of PIPEDA.
The breach occurred when an employee of the Royal Bank of Canada (RBC)
improperly accessed the applicant’s financial information. The breach was
uncovered after the complainant raised concerns about improper access with
RBC, which then conducted an investigation. RBC informed the applicant that
her information had been accessed only once, and that appropriate disciplinary
measures had been taken. The applicant was convinced that there had been
multiple breaches. She alleged that the employee, who was a relative, had shared
the information with her family members, and that the breach had led to a
breakdown of family relationships. She also alleged that she suffered mental
distress as a result.

Damages

DISCUSSION
This was an application under s. 14 of PIPEDA. In dismissing the application,
Justice Roy noted that applicants bear the burden of establishing the damages
they suffered and of showing that they resulted from the breach and not from
other circumstances. In this case, he found that although the applicant’s personal
information had been improperly accessed, there was no evidence that the

7

PRIVACY IN THE COURTS: A QUARTERLY REVIEW

employee who accessed her records had ever shared the information with anyone
else. Further, he found no causal link between any alleged improper sharing
and the family tensions experienced by the applicant. There was therefore no
causal link between the breach and the mental distress she suffered. Justice
Roy expressed some sympathy for the unrepresented applicant, but noted that
ultimately it was up to her to establish the necessary elements of her case.

This case is in line with the trend in s. 14 applications only to award damages where the
breach is a serious one. Although no damages were awarded in this case, Justice Roy’s
comments show that he also shares the view that the evidentiary threshold should remain
high and the quantum for any damage award for the breach itself should be modest.
Given this tendency, it is not surprising that the applicant in this case, as in almost all
other s. 14 applications, was self-represented.

In considering the damage claim, Justice Roy noted that the information at issue
was financial, and was “personal information of some sensitivity, but not deeply
personal or intimate.” (at para. 40) He reviewed past case law on damages under
s. 16 of PIPEDA, and agreed with the principle that damages are available only
in “egregious situations.” In his view, the case law revealed “that there must be
a measure of seriousness to the breach, that every violation does not call for
damages to be granted, but the breach does not require to be as extreme as
video-taping or wiretaps.” (at para. 42) He noted that in cases where damages
had been awarded there had been both a breach and a disclosure of the personal
information. In this case, while there had been improper access, there was no
evidence of any further disclosure. Justice Roy observed as well that RBC did
not benefit from the breach, and acted quickly to address the problem.
In ruling that no damages should be awarded, Justice Roy noted that the
amount sought by the applicant was highly disproportionate to amounts
awarded in past cases. He stated that “we should be concerned about not
turning breaches of PIPEDA into an opportunity for vindication in the form of
the imposition of an award of damages, even if merely nominal, every time a
violation occurred.” (at para. 48) In his view, sufficient vindication may be found
where, in a non-egregious situation, the respondent takes appropriate measures
to address the breach. He stated: “[T]he discretion to award damages should
be exercised where there is a measure of gravity to the breach which is often
exemplified by disclosure of private information, but not always.” (at para. 48)
Avoiding a hard-and-fast rule that there must be disclosure for damages to be
awarded, he stated: “Unauthorized access on a grander scale might satisfy the
‘seriousness’ requirement.” (at para. 48)
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Top-billing physician
names and billing amounts
not personal information
under Ontario’s FIPPA
Ontario Medical Association v. Ontario (Information Commissioner), 2018 ONCA 673 2018-08-03

RULING
The Ontario Court of Appeal upheld the decisions below that disclosing
the names of the province’s 100 top-billing physicians along with their
areas of specialization and the amounts they billed to OHIP did not breach
the physicians’ privacy since the information did not constitute “personal
information” within the meaning of the Freedom of Information and Protection
of Privacy Act.

KEYWORDS
Personal information
Access to information

FACTS
A Toronto Star journalist had requested information about the top 100 physician
billers to Ontario’s Health Insurance Program (OHIP) from the Ministry of
Health and Long Term Care under Ontario’s Freedom of Information and
Protection of Privacy Act (FIPPA). The requested information consisted of the
name of each physician, the amount billed, and their areas of specialization. The
Ministry refused to disclose the records on the basis that they constituted the
physicians’ personal information. An adjudicator with the Office of the Ontario
Information and Privacy Commissioner (OIPC) ordered the disclosure of the
information. This decision was upheld by the Divisional Court. This decision
was appealed to the Court of Appeal.
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DISCUSSION
The relatively brief and unanimous Court of Appeal decision made short
work of the arguments of the Ontario Medical Association (OMA), which
represented the physicians. The Court found that the adjudicator’s ruling
that the information was not personal information was reasonable. FIPPA
specifically excludes from the definition of personal information “the name,
title, contact information or designation of an individual that identifies the
individual in a business, professional or official capacity.” The OMA had argued
that the release of the names in conjunction with the billing information
meant that the disclosure would include personal information that “describes
an individual’s finances, income, assets, liabilities.” (FIPPA, s. 21(3)(f)) FIPPA
provides in s. 21(3) that the disclosure of personal information is presumptively
an invasion of privacy when it falls within this category. However, the Court
found that the billing information amounted to “the affected physicians’
gross revenue before allowable business expenses such as office, personnel,
lab equipment, facility and hospital expenses.” (at para. 25) It agreed with the
adjudicator that the gross billing information did not reveal the actual income
of the physicians, stating: “where, as here, an individual’s gross professional or
business income is not a reliable indicator of the individual’s actual personal
finances or income, it is reasonable to conclude not only that the billing
information is not personal information as per s. 2(1), but also that it does not
describe ‘an individual’s finances [or] income,’ for the purpose of s. 21(3)(f).”
(at para. 26)
The OMA had resisted disclosure out of concern that the billing information
might give the public, which might not understand the costs associated with
running a medical practice, a distorted idea of the physicians’ personal finances.
Instead, the Court found that the differences between billing information
and actual income were so great that the billing information was incapable
of revealing anything about the physicians’ actual income. The OMA had also
objected to what it considered to be the OIPC’s change in position; in the past it
had treated this information as personal information and had denied disclosure.
The Ontario Court of Appeal observed that the adjudicator was not bound to
follow precedent; it also found that there were differences of opinion in past
OIPC decisions on this point, leaving no clear precedent to follow in any event.
The OMA has announced its intention to appeal the Ontario Court of Appeal’s
decision to the Supreme Court of Canada and we will continue to monitor
developments in this case.
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Open courts principle
trumps privacy under
Ontario’s FIPPA
Toronto Star v. AG Ontario, 2018 ONSC 2586 2018-04-27

DECISION
Ontario’s Freedom of Information and Protection of Privacy Act (FIPPA) violates
s. 2(b) of the Canadian Charter of Rights and Freedoms to the extent that it limits
access to adjudicative records of administrative tribunals. The Court suspended
the declaration of invalidity for one year.
FACTS
The Toronto Star brought an application to have parts of Ontario’s Freedom of
Information and Protection of Privacy Act (FIPPA) declared unconstitutional for
violating the open courts principle enshrined in s. 2(b) of the Canadian Charter of
Rights and Freedoms. The case turned on whether the public has a presumptive
right of access to the adjudicative records of 14 adjudicative bodies covered by
FIPPA, or whether it is necessary to file access to information requests to gain
access. The Star also argued that FIPPA’s statutory presumption of non-disclosure
of records that contained personal information, when applied to adjudicative
records, breached the open courts principle and therefore the Charter.

KEYWORDS
Privacy & open courts
Freedom of information
& privacy

DISCUSSION
Under FIPPA, an applicant must make a formal request for records, pay a fee,
and wait for the institution holding the records to assess them and determine
whether they can be released. An institution may refuse to disclose records or
it may disclose records with redactions.
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FIPPA sets out a number of grounds on which access can be denied. Section
42(1) provides that “[a]n institution shall not disclose personal information in
its custody or under its control.” Personal information is defined broadly in the
Act. While the default rule is non-disclosure, the statute gives the head of an
institution some discretion to disclose records containing personal information.
Thus, for example, the head of an institution may disclose personal information
if to do so “does not constitute an unjustified invasion of personal privacy”
(s. 21(1)(f)). The statute sets out in s. 21(3) certain circumstances in which an
unjustified invasion of personal privacy is presumed to occur. These chiefly
relate to the sensitivity of the personal information at issue. The list includes
many things which might be part of a proceeding before an administrative
tribunal, including employment or educational history, an individual’s finances,
income, or assets, an individual’s eligibility for social service or welfare
benefits, and the level of such benefits. The Toronto Star argued that “the
personal information exemption is so widely invoked that it has become the
rule rather than an exemption to the rule.” (at para. 27) Justice Morgan agreed,
characterizing non-disclosure as having become the default rule.

This case squarely pits the protection of personal in the context of administrative tribunals
information against the firmly-entrenched open courts principle, in the context of
administrative tribunals and as in an earlier case of Lukacs v. Canadian Transportation
Agency 2015 FCA 40, open courts weighed more heavily in the balance. This case also
offers an interesting examination — and indirect critique — of the broken access to
information regime in need of reform. The substantive and procedural barriers that
applicants have to face when availing themselves of their right to access information
under the law are serious enough to amount to a breach of their Charter-protected
freedom of expression in a manner that cannot be justified by section 1. In this case,
“access delayed” really was “justice denied”.

FIPPA contains a “public interest override” in s. 23, which allows the head of an
institution to release records notwithstanding the applicability of an exception to
the rule of disclosure, where “a compelling public interest in the disclosure of the
record clearly outweighs the purpose of the exemption.” However, Justice Morgan
noted that the interpretation of this provision has been extremely narrow. In the
case of adjudicative records, applicants have been required to demonstrate “that
there is a public interest in the Adjudicative Record not simply to inform the public
about the particular case, but for the larger societal purpose of aiding the public
in making political choices.” (at para. 31) According to Justice Morgan, “this would
eliminate all but the largest and most politically prominent of cases from media
access to Adjudicative Records and the details contained therein.” (at para. 32)
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The access practices of the 14 adjudicative bodies at issue were not consistent. Eight
of them did not require a FIPPA application; access requests could be directed to
the tribunal itself. Justice Morgan found this to be a permissible approach. The
remaining six tribunals required applicants to follow the FIPPA process. The Star
emphasized the importance of timeliness when it came to reporting on decisions
of adjudicative bodies. It led evidence about instances where obtaining access to
records from some tribunals took many weeks or months. It also demonstrated
that when disclosure occurred, the documents were often heavily redacted.

The nature and volume of personal information in published court and administrative
tribunal decisions is a recurring issue, particularly in the digital era. While courts
such as this one staunchly defend the open courts principle, there is still a need for
tribunals to pay attention to what personal information is included in reasons for decision.

Justice Morgan observed that the Supreme Court of Canada has ruled that
s. 2(b) protects “guaranteed access to the courts to gather information” and that
this right includes access to “exhibits entered into evidence, photocopies of all
such records, and the ability to disseminate those records by means of broadcast
or other publication.” (at para. 53, citing Canadian Broadcasting Corp. v. New
Brunswick (Attorney General)) He found that the delays created by the FIPPA
process “burdens freedom of the press and amounts in the first instance to
an infringement” of s. 2(b) of the Charter. (at para. 70) He also found that
FIPPA violated s. 2(b) because it creates a presumption of non-disclosure of
personal information and “imposes an onus on the requesting party to justify
the disclosure of the record.” (at para. 56) However, under the Charter, a
government can still justify a presumptive breach of a Charter right by
showing under s. 1 that it is a reasonable limit, demonstrably justified in a
free and democratic society.
Justice Morgan found that the “reverse onus” placed on the applicant for an
adjudicative record to show why the record should be released could not be
justified under s. 1 of the Charter. In contexts outside of FIPPA – for example,
where courts consider whether to impose a publication ban on a hearing –
the presumption is openness, and the party seeking to limit disclosure of
information must show how a limitation would serve the public interest.
Justice Morgan observed “that it is the openness of the system, and not the
privacy or other concerns of law enforcement, regulators, or innocent parties,
that takes primacy in this balance.” (at para. 90) He stated that “[t]he open court
principle is the fundamental one and the personal information and privacy
concerns are secondary to it.” (at para. 94)
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On the delays created by FIPPA, Justice Morgan noted that “[u]ntimely
disclosure that loses the audience is akin to no disclosure at all.” (at para. 95)
However, he was receptive to submissions made by the Ontario Judicial
Council (OJC) which had urged the court “to be cognizant of the complex task
of fashioning a disclosure system for a very diverse body of administrative
institutions.” (at para. 102) The OJC warned of the potential for “unintended
consequences” if the court were to completely remove tribunals from the
FIPPA regime. The OJC’s concern was not so much for privacy; rather it was
for the great diversity of administrative tribunals, many of which are underresourced and under-staffed, and that might find themselves “overwhelmed in
a suddenly FIPPA-free procedural environment.” (at para. 103) Justice Morgan
also noted that while the Toronto Star was frustrated with the bureaucracy
involved in making FIPPA applications, “bureaucracy in and of itself is not
a Charter violation. It’s just annoying.” (at para. 104) He observed that the
FIPPA timelines were designed to make the law operate fairly, and that “[w]
here the evidence in the record shows that there have been inordinate delays,
the source of the problems may lie more with the particular administrators
or decision-makers who extend the FIPPA timelines than with the statutory
system itself.” (at para. 105) He expressed hope that removing the “reverse
onus” approach might substantially reduce any issues of delay.
Ultimately, Justice Morgan found the “presumption of non-disclosure for
producing Adjudicative Records containing ‘personal information’ as defined
in s. 2(1)” violated the Charter. Given the complexity of finding a solution to
this problem, he allowed the legislature one year in which to amend FIPPA.
He made it clear that in the meantime, tribunals are not required to follow the
FIPPA request process in providing access to their adjudicative records, but
that doing so would not breach the Charter.
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Judicial review not
available for challenge
to adjudicator’s Health
Information Act ruling
Alberta Health Services v. Alberta (Information and Privacy Commissioner),
2018 ABQB 467 2018-06-15

RULING
On an application for judicial review of an adjudicator’s decision under Alberta’s
Health Information Act (HIA), the court decided that judicial review was not
appropriate in the circumstances, but that if it had been, the adjudicator’s
decision was reasonable.
FACTS
A man who had been receiving physical therapy services for many years through
a program operated by Alberta Health Services (AHS) complained to the Alberta
Information and Privacy Commissioner’s office about improper access to his
personal information by an employee of AHS. The complainant ceased his therapy
on January 14, 2012. Later that year, he requested a copy of the disclosure log relating
to his health information stored on the electronic Netcare system. The information
revealed that an employee of AHS had accessed “numerous aspects of his health
records on 17 occasions over a time period ranging from October 2011 until the end
of April, 2012.” (at para. 3) The complainant had never consented to this access, nor
had he known that it was taking place. He complained to the Alberta Office of the
Information and Privacy Commissioner. The OIPC investigated, and an adjudicator
ultimately found that AHS had used his health information in contravention of
s. 25 of the Act, and had failed to properly safeguard his personal health information
in violation of s. 60 of the Act. The AHS sought judicial review of the decision. It
was unclear to the court whether the AHS was ultimately seeking judicial review,
or whether it sought instead a clarification of the tribunal’s reasoning process.
Justice Brooks ultimately decided that judicial review was not appropriate in the
circumstances, but that if it had been, the adjudicator’s decision was reasonable.

KEYWORDS
Personal health information;
Judicial review
“Use” of personal health
information
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DISCUSSION
Before the adjudicator, AHS had provided no evidence or affidavit from the
employee who had accessed the complainant’s health information. Instead, it
argued that her use of his personal information was justified under sections
27(1)(a) and (b) of the Health Information Act. These provisions allow for the
use of health information for “a) providing health services”; and “b) determining
or verifying the eligibility of an individual to receive a health service.” The
adjudicator found that since the complainant did not use or request health
services after January 12, 2012, any use of the information after that date could
simply not be justified on these grounds.
The AHS argued that the adjudicator had too narrowly defined the provision
of a “health service” under ss. 27(1)(a) and (b). It argued that the complainant’s
extensive historical use of physiotherapy services made it appropriate for them
to consider the potential that they might be called upon to provide additional
services in the future, particularly since it was known that the complainant
would be having future surgery. Justice Brooker agreed with the adjudicator’s
assessment that under s. 27 a health service “must be one that either is provided,
or is to be provided.” (at para. 67) In other words, an existing health care
relationship is required. He noted that the purpose of the legislation – to protect
the privacy rights of health care users – mandated such an approach. Since the
complainant had not been receiving health care services, nor was he scheduled
for any future services, AHS could not rely upon provisions that permit the use
of health information for “a) providing health services” or for “b) determining or
verifying the eligibility of an individual to receive a health service.”

This case sheds helpful light on the scope of the exception that allows use of health
information without consent if its purpose is to provide health services or determine
eligibility to receive health services. But just because an employee’s stated purpose for
accessing a patient’s electronic health record did not fall within the permissible exception
in this specific case, this did not mean that the judge was closing the door to other possible
uses that might qualify under this exception, including future planning purposes. That
question will have to wait for another day.

AHS also argued that the adjudicator’s finding that they had failed to properly
safeguard personal health information was unreasonable. Justice Brooker
again disagreed. He noted that the adjudicator had found that certain practices
combined with comments in the affidavit provided by AHS suggested that
insufficient information was given to employees regarding the extent to which
they were entitled to access the Netcare system and for what purposes. He
found that these conclusions were “tied to the evidence, and go well beyond
mere conjecture or speculation.” (at para. 92)
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Justice Brooker observed that AHS’s core problem with the adjudicator’s
decision was a fear that it might prevent AHS “from using health information
for planning purposes in order to anticipate a client’s future needs.” (at para. 81)
He noted that the adjudicator had been careful to tie her reasons to the specific
facts before her. Such a use was not necessarily precluded – it would depend on
the facts. He stated: “Ultimately, if AHS wishes to gain clarification on the issue
of whether it has the authority to use health information (of whatever type or
form) for future planning purposes under s. 27(1)(g) it must either wait for the
opportunity to raise this argument before the Commissioner using a proper
evidentiary basis, or perhaps make a request for advice and directions on this
issue pursuant to s. 86 of the HIA.” (at para. 84)
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Intrusion upon seclusion
claim dismissed
Filbey v. Ashe, 2018 ONSC 4615 2018-07-30

RULING
KEYWORDS

The court issued summary judgment dismissing the plaintiff’s claim of
intrusion upon seclusion regarding his former spouse’s access to information
about his withdrawal of money from their daughter’s RESP account.

Intrusion upon seclusion

FACTS

Privacy tort

The parties are former spouses. Ms. Ashe is a financial advisor by profession.
During the course of her marriage to Mr. Filbey, she managed the family’s
finances, including setting up RESP accounts for the couple’s children and
establishing them as irrevocable beneficiaries under two life insurance policies.
Immediately after the marriage breakdown, she continued to be the financial
advisor responsible for overseeing the RESPs. She was eventually removed from
this capacity after Mr. Filbey objected. In a lawsuit asserting multiple causes of
action, Mr. Filbey argued that Ms. Ashe had committed the tort of intrusion upon
seclusion by improperly accessing his personal information.
DECISION
In the claim for intrusion upon seclusion, Mr. Filbey argued that Ms. Ashe
improperly accessed his personal financial records. The court found that Ms.
Ashe had only been the advisor of record for the children’s trust accounts and
the insurance policies and that there was no evidence that she had ever accessed
any other financial information. Justice Mew also noted that during the period
where Ms. Ashe was the financial advisor of record for the insurance and trust
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accounts, her access to information relating to these accounts was perfectly
legitimate. After having been removed as advisor of record, she was no longer
able to access them through her employer’s systems, and there was no evidence
of any improper access.
At one point after ceasing to be advisor of record, Ms. Ashe had been notified
by the company managing the children’s trust accounts that Mr. Filbey had
withdrawn close to $9,500 from one of the accounts. Justice Mew stated:
As the mother of the beneficiary of the trust account, Reisha still being a
minor at the time, it would be hard to characterise Ms. Ashe’s actions in
contacting CI as devoid of lawful justification. To the extent that anything
Ms. Ashe did could be reasonably regarded as an invasion of Mr. Filbey’s
privacy, it was a benign invasion. (at para. 88)
Justice Mew distinguished her access to information on this occasion from
that which occurred in Jones v. Tsige, where a bank employee had repeatedly
accessed the plaintiff’s personal information without justification. He also noted
that Ms. Ashe ultimately had access to the same information during the course
of family court proceedings involving Mr. Filbey. Justice Mew also pointed out
that: “Mr. Filbey would not have had a reasonable expectation of unqualified
privacy in respect of a trust account for which he owed fiduciary obligations
to his and Ms. Ashe’s daughter.” (at para. 89) Justice Mew noted that the test
for intrusion upon seclusion requires that any invasion of privacy be “highly
offensive or causing humiliation, distress and anguish.” He observed that in this
case, any invasion of privacy that might have occurred would certainly not have
met this threshold. The intrusion upon seclusion claim was dismissed.

This case involves an acrimonious breakdown of a relationship and the disentangling of a
couple’s finances. The fact that there had been prior access to financial information and an
ongoing interest on behalf of a minor child, contributed to making this a situation where
the threshold of offensiveness needed to make out the tort of intrusion upon seclusion was
not likely to be met.
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Claim for breach of
privacy under B.C.
Privacy Act dismissed
Azak v. Chisholm, 2018 BCSC 1051 2018-06-26

RULING
The claim for breach of privacy under B.C.’s Privacy Act was dismissed.
KEYWORDS
Breach of privacy
Privacy tort

FACTS
The plaintiff and first defendant were neighbours. The second defendant was
a contractor hired to build a retaining wall along the property line between the
two properties. The lawsuit involved claims of battery, trespass and invasion of
privacy, and arose out of a dispute over the property line. The claim for invasion
of privacy related to security cameras installed by the defendant on his property
and aimed at the plaintiff’s property.
DISCUSSION
Justice Weatherill found that the plaintiff had not provided sufficient evidence of
what was actually captured by the defendant’s security cameras to support a claim
of breach of privacy under B.C.’s Privacy Act. He further found that even if the
cameras had captured images from the plaintiff’s property, this would not have met
the “wilful” requirement of the legislation. He stated that “the nature and degree
of privacy to which the plaintiff and his family are entitled, considered in relation
to whether it was reasonable in the circumstances giving due regard to the lawful
interests of Lambright, was not violated in this case.” (at para. 95) Justice Weatherill
accepted that the defendant had installed the cameras “to protect his property and
the safety of his family.” (at para. 96) He also found that any capturing of data from
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the plaintiff’s property would have been quite limited. In addition, he expressed
doubts about the timing of the plaintiff’s concerns over privacy noting that “if the
plaintiff had a reasonable expectation that his activities on Lot 60 were to be private
or had a genuine concern about the cameras, which had been in place for many
years prior to 2013, he would have discussed his concerns and taken steps
long before raising them for the first time in his notice of civil claim filed on
June 26, 2015.” (at para. 97)

Like in Filbey v. Ashe discussed above, this case demonstrates that there is a high threshold
of invasiveness that must be met before a breach of privacy can become actionable.
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Class action lawsuit
certified for privacyrelated claims
Doucet v. Royal Winnipeg Ballet, 2018 ONSC 4008 2018-06-27

RULING
KEYWORDS
Class action law suit
Breach of privacy
Breach of confidence
Intrusion upon seclusion
Vicarious liability

The court certified the proposed class action lawsuit for invasion of privacy
and related grounds.
FACTS
The suit relates to alleged wrongdoings by a former employee of the Royal
Winnipeg Ballet who worked as an instructor and teacher, as well as a
photographer. It is alleged that while employed by the Royal Winnipeg Ballet
School he took intimate photographs of young dancers in private settings in a
manner that amounted to sexual assault, that he breached his fiduciary duty to
the students by taking the photographs, and that he sold and disseminated the
photographs on the Internet without the students’ consent, and in breach of
their privacy rights.
DISCUSSION
Justice Perell identified a number of common issues related to privacy law,
including whether the taking of the photographs amounted to a breach of
confidence, whether the actions of the teacher were an intrusion upon seclusion
in relation to the students, whether the actions amounted to a public disclosure
of private facts, and whether the actions were a breach of the privacy statutes
in Manitoba, British Columbia, Saskatchewan, Newfoundland and Québec.
It should be noted that the tort of “public disclosure of private facts” is a new
branch of a privacy tort, first recognized in Jane Doe 464533 v N.D in Ontario,
although the decision in this case was subsequently set aside. Justice Perell did
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not discuss in any detail this branch of the tort, nor was there any discussion
of whether such a tort exists in Ontario. Another issue approved by Justice
Perell was whether the teacher had breached Manitoba’s Intimate Image
Protection Act. Since the defendant photographer was well reputed and sold
his photographs in shows and on the Internet, a further issue was whether
he would be required to account for all of the profits from the sale of the
photographs to the privacy subclass of plaintiffs. Also at issue is whether the
defendant ballet company can be held vicariously liable for their employee’s
actions in this case.

Though this law suit is only at a very early stage, it does raise some interesting issues
worthy of mention. The tort of “public disclosure of private facts” is very new and there
is almost no case law dealing with it. The question of vicarious liability is also one that
should be of great interest to employers, given the risks of privacy breaches carried out by
employees. Likewise, the issue of compensation relating to the plaintiff’s profits from the
photographs is worth following. Nevertheless, like many other class action law suits, this
one may settle before any of these questions are considered in court.
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No right of access
to health information
databases in
tobacco litigation
British Columbia v. Philip Morris International, Inc., 2018 SCC 36 2018-07-13

RULING
KEYWORDS
Civil procedure and privacy

The Supreme Court of Canada ruled that the B.C. government did not need to
provide the defendant with full access to the databases on which it relied to
calculate healthcare-related costs of tobacco consumption in its lawsuit to
recover those costs from tobacco companies.

De-identification

FACTS

Big data

The defendant’s appeal was of a decision on a procedural matter arising out of an
ongoing lawsuit brought by the Province of British Columbia against tobacco
companies to recover the healthcare costs associated with tobacco-related illnesses
in the province. Similar suits brought by other provincial governments are at
different stages across the country. Such litigation is typically brought under
provincial legislation enacted specifically to enable and structure this recourse.
The central issue in this case concerned the degree of access to be provided
to Philip Morris International (PMI) to the databases relied upon by the
province to calculate tobacco-related healthcare costs. PMI wanted full access
to the databases to develop its own experts’ opinions on the nature and
extent of these costs, and to challenge the opinions that would be provided by
provincial experts who would have had full access to the databases. Although
the databases contained aggregate, de-identified data, the government refused
to allow access. It cited the privacy interests of British Columbians in their
healthcare data. As a compromise, they offered limited and supervised access to
the databases via a Statistics Canada Data Centre. Although the other tobacco
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company defendants involved in the lawsuit accepted this compromise, PMI
did not. Instead, it sought a court order granting it full access to the databases.
The court at first instance and later a majority of the Court of Appeal for British
Columbia sided with PMI and ordered that access be provided.
DISCUSSION
In deciding in favour of the B.C. government, the Supreme Court largely
confined its decision to an interpretation of the specific language of the
Tobacco Damages and Health Care Costs Recovery Act. The statute offered
the government two ways to proceed against tobacco companies – it could
seek damages related to the healthcare costs of specific individuals, in which
case the health records of those individuals would be subject to discovery, or
it could proceed in a manner that considered only aggregate healthcare data.
The B.C. government chose the latter route. Section 2(5) sets out the rules
regarding discovery in an aggregate action. The focus of the Supreme Court’s
interpretation was s. 2(5)(b) of the Act which reads:
2(5)(b) the health care records and documents of particular individual
insured persons or the documents relating to the provision of health care
benefits for particular individual insured persons are not compellable except
as provided under a rule of law, practice or procedure that requires the
production of documents relied on by an expert witness [emphasis added]
While it was generally accepted that this meant that the tobacco companies
could not have access to individual healthcare records, PMI argued that the
aggregate data was not a document “relating to the provision of health care
benefits for particular individual insured persons,” and therefore its production
could be compelled.

A reader eager to draw lessons for use in other contexts might see the Court to be saying
that aggregate data derived from personal data are still personal data. This would certainly
be important in the context of current debates about whether the deidentification of
personal information removes it from the scope of private sector data protection laws
such as the PIPEDA. But it would be a mistake to read that much into this decision. The
Supreme Court’s conclusion is specifically grounded in the language of the BC tobacco
legislation and unfortunately does not provide any broader take-aways on big data, data
analytics and privacy.
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The Supreme Court disagreed. Writing for a unanimous court, Justice Brown
defined both “records” and “documents” as “means of storing information.”
(at para. 22) He therefore found that the relevant databases “are both ‘records’
and ‘documents’ within the meaning of the Act.” (at para. 22) He stated:
Each database is a collection of health care information derived from
original records or documents which relate to particular individual insured
persons. That information is stored in the databases by being sorted into
rows (each of which pertains to a particular individual) and columns (each
of which contains information about the field or characteristic that is being
recorded, such as the type of medical service provided). (at para. 22)

“The mere alteration of the method by which that health care information is stored —
that is, by compiling it from individual clinical records into aggregate databases — does
not change the nature of the information itself. Even in an aggregate form, the databases,
to the extent that they contain information drawn from individuals’ clinical records,
remain ‘health care records and documents of particular individual insured persons’”
— (see Justice Brown, at para 24)

He also observed that many of the fields in the database were filled with
data from individual patient records, making the databases “at least in part,
collections of health care information taken from individuals’ clinical records
and stored in an aggregate form alongside the same information drawn from
the records of others.” (at para. 23) As a result, the majority found that the
databases qualified under the legislation as “documents relating to the provision
of health care benefits for particular individual insured persons,” whether or
not those individuals were identified within the database.
Because the case was decided on the basis of the interpretation of s. 2(5)(b) of the
Tobacco Damages and Health Care Costs Recovery Act, the Court neatly avoided
a discussion of what degree of reidentification risk would turn aggregate or
anonymized data into information about identifiable individuals. This topic is of
great interest in the big data context, particularly in relation to data protection law.
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Court has
inherent jurisdiction
to order release of
medical records
W.L.H. v. Capital Care Group Inc. 2018 ABQB 479 2018-06-19

RULING
Master Schlosser ordered a healthcare provider to release the medical
records of a patient to the patient’s agent. The production was ordered
independently of the province’s Health Information Act, on the basis of
the court’s inherent jurisdiction.
FACTS

KEYWORDS
Access to personal information
Order for production

A patient suffering from dementia and other medical issues resided in a care
facility operated by the respondent. Her husband and agent under the Personal
Directives Act had concerns about the quality of her care and sought to move
her into a hospice or some other care facility where she would receive a greater
level of care. He sought access to her records, but access was denied. The letter
denying access merely cited s. 11(1) of the Health Information Act as the basis
for refusal. This section allows a custodian to refuse access to records where
it can be reasonably expected to “result in immediate and grave harm to the
applicant’s mental or physical health or safety” or where it would “threaten the
mental health or physical health or safety of another individual.” Although the
Health Information Act provides for a review by the Privacy Commissioner of
a refusal to grant access, in this case, the Commissioner had indicated that the
earliest time for conducting the review would be approximately 9 months from
the date of refusal to produce the records. The husband therefore sought a court
order to compel the release of the records.
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DISCUSSION
Given the statutory scheme set out in the Health Information Act, a key issue
was whether and on what basis the court could order the disclosure of the
records. Master Schlosser noted that the health information custodian had “at
least an implicit duty to give reasons.” (at para. 14) This duty had not been met
by simply referencing a section of the Act. Nevertheless, the applicant was not
seeking a judicial review of the custodian’s decision. Instead, Master Schlosser
relied on the inherent power of the court to order the production of medical
records. He based this power on the decision of the Supreme Court of Canada
in McInerney v. MacDonald According to Master Schlosser, “A patient’s medical
records belong to the patient and they must be produced upon demand.”
(at para. 19) In this case, the husband, as agent under the Personal Directives
Act, stood in the shoes of the patient. Master Schlosser noted that “an agent
under a personal directive cannot perform their function if they do not have
access to the health records.” (at para. 20) He observed that in the circumstances
of this case, the result was “more urgent than the resources of the Privacy
Commissioner allow” (at para. 18), which justified the making of the order.
Expressing some doubt as to whether the matter should be characterized as a
privacy or a medical issue, Master Schlosser stated: “if this really is a privacy
matter … the overriding principle is that privacy legislation should not be used
to frustrate legitimate objectives, or these reasonable expectations.” (at para. 20,
citing the Supreme Court of Canada in R. v. Trang)

This case is interesting because the court adopts a pragmatic approach to ensuring a
right of access to medical records – one which avoids the delays inherent in the statutory
scheme. The Master’s suggestion that this is more a medical issue than a privacy one
(because of the release of information was directly related to ongoing care issues), may
limit the impact of this decision which might otherwise suggest a way of making an
end-run around personal health information legislation.
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Disclosure of audio
recordings to plaintiff
ordered notwithstanding
defendants’ own
privacy concerns
Beaudin c. Philippe, 2018 QCCS 3332 2018-07-26

RULING
A judge ordered a defendant in a lawsuit for breach of privacy to disclose audio
and video recordings to the plaintiff, notwithstanding the fact that the recordings
might also contain the defendants’ personal information. The judge directed the
use of a neutral third party to help minimize any adverse privacy impacts.
FACTS
The plaintiff in a lawsuit arising from a dispute with his neighbours brought
a motion for the production of evidence. The moving party and plaintiff acted
in his personal capacity and on behalf of his daughter, a minor. He sought an
order to compel the defendants, his neighbours, to produce audio and video
recordings taken of his property. The recordings were made after the onset of
their dispute over a right of way between their properties.

KEYWORDS
Civil procedure
Production of documents
and privacy

Initially, the plaintiff had obtained an Anton Piller order which was executed
against the defendants at their home. The search and seizure process lasted over
12 hours and involved a technician accessing the defendants’ computing devices
and copying their contents. The goal was to ensure that any copies of relevant
audio and video recordings were preserved. The defendants were subsequently
successful in having the Anton Piller order annulled and the seized materials
returned to them. According to the judge who annulled the order, the plaintiff’s
affidavit created the impression that the audio and video recordings were a very
grave violation of privacy, filming both him and his daughter in their respective
bedrooms and capturing their private conversations. In reality, the cameras were
aimed principally at the right of way between the properties. Given the presence
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of curtains and issues of lighting, it was unlikely that much of a private nature
could have been captured. In quashing the order, the judge found that both
Beaudin and his lawyer did not live up to their obligation to provide the full and
frank disclosure required to obtain an ex parte Anton Piller order. The plaintiff
then sought a court order to require the defendants to produce the same audio
and video recordings that he had sought to obtain under the Anton Piller order.
DISCUSSION
The defendants argued that sharing the audio recordings would violate their
own privacy rights because they might have captured their own private
communications. One of the defendants was a doctor. She expressed concern
that the placement of the recording equipment was near the window to a room
she used as an office and it was possible that confidential communications
with her patients were captured in the recordings. The defendants also argued
that the preparation of the files sought would further delay a trial that had
already dragged on for a long time. In addition, the cameras had been installed
at the recommendation of the police to protect the defendants’ security. Justice
Mongeon rejected these arguments. He noted that the defendants could not
complain about the impact on their own privacy rights of cameras that they
had themselves chosen to install in a way that would capture their own private
conversations. He observed that if the audio recordings contained confidential
communications with patients, then the defendant had acted imprudently by
installing them, and that she might have breached her own ethical obligations
of confidentiality. On the issue of delay, while Justice Mongeon was sympathetic
to concerns over the duration of proceedings, he noted that the contents of the
recordings were highly relevant to resolving the issues in dispute. The plaintiff
alleged that his privacy rights and those of his daughter had been violated by
the defendants precisely because of the use of the video cameras. Finally, he
noted that the defendants’ right to install and use the cameras was limited by
the right of the plaintiff to be free from intrusive surveillance.
Justice Mongeon ruled that the annulation of the Anton Piller order should
have no impact on his decision to order disclosure of the recordings in this
case. The contents of the recordings were at the heart of the litigation, and
to refuse to order their disclosure would deprive the plaintiff of recourse for
breach of privacy, since he would be unable to make his case without this
evidence. Similarly, he noted that the contents could resolve the claims against
the defendants in their favour – both parties had an interest in their disclosure.
Nevertheless, he ordered that the disclosure be carried out through a neutral
third party who could sift through the mass of information captured by the
devices in order to arrive at the material that related specifically to the invasion
of privacy issues alleged by the plaintiff.
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Court rejects MNR’s
“fishing expedition” into
company’s customer data
Canada (Minister of National Revenue) v. Hydro-Québec, 2018 FC 622 2018-06-15

RULING
The court refused to grant judicial authorization for the Minister of National
Revenue’s requirement for Hydro-Québec to provide it with data on the
majority of its business customers.

KEYWORDS

FACTS

Judicial oversight

The Minister of National Revenue (MNR) sought data in the hands of HydroQuébec. Because the information was held by a third party, and because it
related to unnamed persons, it required judicial authorization under s. 231.2
of the Income Tax Act (ITA). The information sought from Hydro included the
name of the natural or legal person who is the customer, their business number,
full billing address, the address of each place where electricity is consumed, any
telephone numbers, billing start dates, and, if applicable end dates, and any late
payment notices sent to the customer. The requirement excluded a few classes
of customers, such as heavy industries that consumed very large amounts of
electricity. Hydro itself did not object to the request and was prepared to fulfil it
if ordered to do so.

Government access to
third-party data
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DISCUSSION
Because the information at issue was about unnamed persons, who could therefore
not have their interests represented at the hearing, Justice Roy noted that it was
“up to the Court to consider their interests.” (at para. 5) Under s. 231.2(3), a judge
can authorize the MNR to require a third party such as Hydro-Québec to provide
information pertaining to one or more unnamed persons if certain conditions are
met. The judge must be satisfied by information on oath that:
a. the person or group is ascertainable; and
b. the requirement is made to verify compliance by the person or persons
with any duty or obligation under this Act.
Justice Roy observed that the MNR had not provided information to the court
to explain whether it had any suspicions about Hydro-Québec’s business
customers. Nor was much detail provided about what the MNR planned to
do with the information, once obtained. Documents provided by the MNR, as
summarized by the Court, stated that the MNR was “looking to identify those
who seem to be carrying on a business but failed to file all the required income
tax returns.” (at para. 14) He observed that the MNR clearly planned to share
the information with other groups at the Canada Revenue Agency (CRA). These
groups would use the information to determine “whether the individuals and
companies complied with their obligations under the ITA and the ETA.” (at para.
14, citing para. 15 of the documentation provided by the MNR ) The information
was requested to be provided in electronic form.

This case demonstrates the importance of judicial oversight in protecting privacy in
contexts in which digitization permits the easy sharing of vast amounts of data that are
capable of multiple uses. Justice Roy’s interpretation of s. 231.2 of the Income Tax Act is
infused with privacy principles. He is concerned about clear purposes for collection of
information and data minimization. He also articulates the need to balance the interests
of the state in detecting fraud and enforcing laws with the rights of individuals to have
their privacy protected, and to not be subjected to investigatory fishing expeditions.

Justice Roy observed that “the applicant wants to do too much with the
otherwise vague text of section 231.2.” (at para. 26) He found that, contrary
to the requirements in s. 231.2(3), the group identified by the MNR was not
ascertainable. He also observed that the information sought “does not in itself
make it possible to verify compliance with the Act.” (at para. 26) Instead, in his
view, “[i]t allows for nothing more than establishing a correlation between the
databases of two government and quasi-government agencies.” (at para. 26) He
ultimately characterized this as a major fishing expedition.
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Justice Roy also observed that even if he erred in his interpretation of the
criteria in s. 231.2(3), and these criteria had to be given a broad meaning,
he would still not have granted the authorization on the basis that “judicial
intervention is required to prevent such an invasion of the privacy of many
people in Quebec.” (at para. 96) In this case, he noted that there would be a
considerable invasion of privacy “given the number of people indiscriminately
included in the requirement for which authorization of the Court is being
sought.” (at para. 88) The fact that digital data was sought increased the general
risk of harm. He observed that “the applicant chose not to restrict the use she
could make of the large quantity of information she received” (at para. 91), and
that it was clearly planned that the information would be shared within the
CRA. He concluded that “the fishing expedition is of unprecedented magnitude
and the information being sought is far from serving to verify compliance with
the Act.” (at para. 96)
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